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Systems , computer program products and methods imple 
menting policy enforcement for search engines are 
described . A policy engine receives a user identifier associ 
ated with a search query including one or more query terms . 
The policy engine receives , from a preprocessor of a search 
engine , an intermediate representation of the search query . 
The intermediate representation includes one or more index 
terms corresponding to the one or more query terms . The 
policy engine determines , based on a particular policy , if the 
user is prohibited from accessing data associated with a 
particular index term . In response , the policy engine modi 
fies the intermediate representation , including negating the 
particular index term . The policy engine then submits the 
modified intermediate representation to a query processing 
module of the search engine , causing the query processing 
module to exclude content corresponding to the particular 
index term from search results . 
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POLICY ENFORCEMENT FOR SEARCH provide more flexibility than conventional content manage 
ENGINES ment techniques where content is restricted based on spell 

ing . 
TECHNICAL FIELD The disclosed techniques improve upon various conven 

5 tional techniques by providing a centralized security system 
This application relates to computer system security tech- without incurring performance costs commonly associated 

niques for search engines . with the conventional techniques . For example , compared to 
conventional browser - side filtering , the disclosed techniques 

BACKGROUND are more suitable for enforcing uniform policies across a 
group of users , whereas the browser - side filtering typically 

A search engine can provide relevant search results in is controlled by individual users , which may cause incon 
response to a search query received from a user device . The sistency . Compared to conventional early - binding security 
user device can receive the search query including one or techniques , the disclosed techniques do not require a content 

more query terms from a user through a user interface , er 15 ing a query with sometimes long and complex access source to maintain an access control list , and avoid append 
a search field of a browser . The user device provides the 
search query to the search engine . The search engine per restrictions . Compared to conventional late - binding security 
forms a search on the search terms based on one or more techniques , the disclosed techniques do not require individu 

alized check on each search result , and accordingly , can be indices , and provides the search results back to the user much faster . device . Security measures can be implemented to prevent a The disclosed techniques can be customized , to allow user from accessing certain search results . For example , policy - based security for different search engines , and are browser - based filters may hide certain search results based thus flexible . The disclosed techniques can be consistent on user settings and sources of the search results ; early with other policy - based security schemes such as those binding techniques may add or remove terms from the query , implemented on distributed file storage systems , and thus , 
for example , by adding access control list ( ACL ) terms to 25 compared to other search engine security techniques , require 
the query , before the query reaches the search engine ; late less training for people already using a policy - based security 
binding techniques may examine search results from the system . 
search engine , for example , and remove certain search The details of one or more embodiments of the subject 
results based on an ACL , before sending query results back matter of this specification are set forth in the accompanying 
to the user device . These techniques can be implemented on 30 drawings and the description below . Other features , aspects 
the user device , for example , as a browser plugin , or on an and advantages of the subject matter will become apparent 
intermediary between the user device and the search engine . from the description , the drawings and the claims . 

20 

SUMMARY BRIEF DESCRIPTION OF THE DRAWINGS 
35 

a 

40 a 

a 

Systems , computer program products and methods imple FIG . 1 is a block diagram illustrating an example search 
menting policy enforcement for search engines are system implementing conventional security techniques . 
described . Through an application programming interface FIG . 2 is a block diagram illustrating an example archi 
( API ) , a policy engine enforces policies that define a user's tecture for policy enforcement on a search engine . 

FIG . 3 is a block diagram of an example policy engine . access privileges to data . The policy engine receives cre 
dentials associated with a search query including one or FIG . 4 is an example user interface for configuring a 

policy . more query terms . The credentials can indicate a user FIG . 5 is a flowchart of an example process of enforcing requesting the query . The policy engine receives , from a policies on a search engine . Like reference numbers and 
preprocessor of a search engine , an intermediate represen- 45 designations in the various drawings indicate like elements . 
tation of the query . The intermediate representation includes 
one or more index terms corresponding to the one or more DETAILED DESCRIPTION 
query terms , as determined by the preprocessor . The policy 
engine determines , based on a particular policy , if the FIG . 1 is a block diagram illustrating an example search 
specified user is prohibited from accessing data associated 50 system implementing conventional security techniques . A 
with a particular index term . In response , the policy engine user device 102 receives a user input through a search 
modifies the intermediate representation , including negating interface , e.g. , a search field of a browser . The user device 
the particular index term . The policy engine then submits the 102 can be a computing device including one or more 
modified intermediate representation to a query processing processors . The user input includes one or more search 
module of the search engine , causing the query processing 55 terms , e.g. , words such as “ winter sports trivai . ” The search 
module to generate one or more search results excluding terms may contain one or more typographical errors . For 
content corresponding to the particular index term . When the example , " trivia ” is misspelled as “ trivai ” by the user . The 
query processing module returns the search result to the user user device 102 submits a search query 104 to a search 
device , the excluded content is invisible to the user , accord- engine 106 through a communication network 108 . 
ing to the policy . In some implementations , a first security module 110 is 

Particular embodiments of the subject matter described in logically positioned between the user device 102 and the 
this specification can be implemented to realize , but are not search engine 106. The first security module 110 is config 
limited to , one or more of the following example advan- ured to access one or more external security services to 
tages . The disclosed techniques allow a computer system to determine access privileges of the user requesting the search . 
enforce a policy limiting what a user can search . The limit 65 The first security module 110 can modify the query 104 to 
can be based on meaning of a search term , rather than the include various conditions into the search query 104 that 
search term itself . Accordingly , the disclosed techniques limit what the search engine can retrieve . The first security 

a 

60 



2 

? 

15 

US 11,146,563 B1 
3 4 

module 110 then provides the search query 104 , in the to the search engine 202 and communicate with the search 
modified form , to the search engine 106. The search query engine 202 through a plugin component . The policy engine 
104 in the modified form can include the original search 214 can communicate with various components of the 
terms and additional condition , for example , in the form of search engine 202 through an application programming 
“ ( winter sports trivai ) AND ( [ conditions ] ) ” where “ AND ” is 5 interface ( API ) . The policy engine 214 can receive the user 
an operator . credentials in addition to the indices 212 . 

The search engine 106 receives the search query 104 in The policy engine 214 can identify one or more policies the modified form . A preprocessor 112 of the search engine associated with a user corresponding to the user credentials . 106 can generate one or more indices 114 from the received A policy can specify the user's access rights to a resource . search query . The one or more indices can include normal- 10 The access rights can include , for example , allow read ized search terms , various expressions , or other content . The 
normalized search terms , various expressions , or other con access , deny read access , or allow only partial access . The 

resource , unlike conventional access control system target tent can be specific to the particular search engine 106 , 
where other types of search engines can have different ing files , database tables or directories , can include one or 
indices . more index terms . For example , a particular policy associ 

In the example shown , the indices 114 has the form “ Aor ated with the user , or associated with a group of users 
B or C ” where A , B and C are index terms generated based including the user , can specify that the user cannot access 
on the search terms in the search query 104. Depending on searches related to index term “ winter ” or can only access 
specifics of the search engine 106 , the preprocessor 112 may some portions of search results related to that index term . 
generate index terms , which can be normalized index terms . 20 The policy can be stored in a policy database 216. The policy 
For example , the preprocessor 112 can generate index terms engine 214 can retrieve the policy from the policy database 
“ winter OR sports OR trivia ” or “ winter OR sport OR trivia ” 216 by performing a lookup using the user credentials or 
where the index terms “ sport ” and “ trivia ” are normalized using other secured information retrieval method . 
from the search terms " sports ” and “ trivai , ” respectively . The policy engine 214 can modify the indices 212 based 

The preprocessor 112 provides the indices 114 to a query 25 on the one or more retrieved policies . For example , if a 
processing module 116. The query processing module 116 particular policy specifies that the user requesting the search 
performs the search , and generates one or more search is prohibited from accessing a particular index term A , the 
results 118. In some implementations , a second security policy engine 214 can modify the indices 212 to negate the 
module 120 is logically positioned between the user device search term A. In some implementations , negating the search 
102 and the search engine 106. The second security module 30 term A includes removing the search term A from the indices 
120 is configured to determine access privileges of the user 212. In this example , where the query 204 includes query 
requesting the search , and limit access to some search results terms " winter sports trivai , " the modified indices 218 can 
before passing the search results the user device 102. In include the string " sport OR trivia . ” 
some implementations , a third security module 122 , e.g. , a In some implementations , negating the search term A 
Web browser plugin , is implemented on the user device to 35 includes adding an operator “ NOT ” to the search term A , 
further limit the user's access to certain search results . and associating the “ NOT A ” term with other terms in the 
FIG . 2 is a block diagram illustrating an example archi- indices 212 using an “ AND ” operator . Accordingly , from the 

tecture for policy enforcement on a search engine 202. The indices 212 “ A or B or C , ” the policy engine 214 generates 
search engine 202 receives a search query 204 from a user modified indices 218 , which has the term “ ( NOT A ) AND ( B 
device 206 through a communications network 208. The 40 OR C ) . ” In this example , where the query 204 includes 
search query 204 includes one or more search terms , e.g. , query terms “ winter sports trivai , ” the modified indices 218 
" winter sports trivai . ” A preprocessor 210 of the search can include a string “ ( NOT winter ) AND ( sport OR trivia ) . ” 
engine generates one or more indices 212 based on the In various implementations , the NOT and AND relationship 
search terms in the query 204. The indices 212 , also referred can be expressed using various operators . For example , in 
to as an intermediate representation , are a representation of 45 some implementations , symbols “ ! , " can represent 
the query 204 in the search engine 202. The intermediate NOT , whereas " & " or " && " can represent AND . 
representation can include meaning of the search terms as The policy engine 214 submits the modified indices 218 
determined by the preprocessor 210. In the example shown , to a query processing module 220 of the search engine 202 . 
the indices 212 has the form of “ A or B or C ” where each The policy engine 214 can submit the modified indices 218 
of A , B and C is an index term . The index terms can be text 50 through an API . The query processing module 220 , instead 
strings or binary representations of text strings . The text of receiving the indices 212 directly from the preprocessor 
strings can include words ( e.g. , “ winter ” ) , words with wild 210 as in conventional implementations , receives the modi 
cards ( e.g. , “ winter * ” where “ * ” is a wildcard ) , or regular fied indices 218 and performs search based on the modified expressions . indices 218. The query processing module 220 then provides 

The query 204 can include , or be associated with , user 55 search results back to the user device 206. In the example , 
credentials of the user submitting the query . The user the search results include content related to " sport " or 
credentials can include a user name , one or more authenti- “ trivia ” but unrelated to " winter . ” The user device 206 can 
cation tokens , or both . The user credentials can be estab- display the search results on a display device , e.g. , on a 
lished for a session between the user device 206 and the display surface of a smartphone in a browser . 
search engine 202 . FIG . 3 is a block diagram of an example policy engine 
A policy engine 214 receives the indices 212. The policy 214. Each component of the policy engine 214 can be 

engine 214 is implemented on one or more computer pro- implemented on one or more hardware computer processors 
cessors configured to store , manage and enforce one or more configured to execute instructions stored on a non - transitory 
policies that specify user access rights to search activities , storage medium . The policy engine 214 includes a policy 
e.g. , what terms a user can search on , and search results , e.g. , 65 enforcement point ( PEP ) 302. The PEP 302 is a component 
what search results a user can view . The policy engine 214 of the policy engine 214 configured to enforce a data access 
can be a component of the search engine 202 , or be external policy on searches . 

< ^ or “ " 
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The PEP 302 includes a search engine interface 304. The policy editor 402 includes a user name field 404 configured 
search engine interface 304 is a component of the PEP 302 to receive user input specifying a user , e.g. , User X , or a 
configured to communicate with a search engine . The com- group of users , e.g. , guest users . The particular policy will be 
munication can include receiving indices from a preproces- enforced on the specified user or any user who belongs to the 
sor of the search engine and providing modified indices to a 5 specified group of users . 
query processing module of the search engine . The search The policy editor 402 includes a resource section for engine interface 304 can include a plugin module for the specifying one or more resources the access to which is 
search engine . The search engine interface 304 can commu- limited . The resources can include file names , directory 
nicate with the search engine through an API . The PEP 302 
can have multiple search engine interfaces 304 , each corre- 10 index terms . The policy editor 402 can include resource 

names , links ( e.g. , URLs ) and in particular , search terms or 
sponding to a particular search engine that has a particular fields 406 and 408. Each of the resource fields 406 and 408 way of indexing search queries . 
The PEP 302 includes an index modification module 306 . is configured to receive a text string , e.g. , “ winters ” or 

The index modification module 306 is a component of the “ salary . " Upon receiving a text string , the policy adminis 
PEP 302 configured to parse indices received from a pre- 15 tration point can normalize the text string into an index term . 
processor of a search engine through the search engine For example , the policy administration point can normalize 
interface 304 to identify index terms and relationships the string “ winters ” into “ winter . ” The policy administration 
between the index terms , and modify the indices to negate point can delegate the normalization to a search engine . 
one or more index terms . The index modification module For each resource , the policy editor 402 can present one 
306 provides the modified indices to the search engine 20 or more access control fields that specify what access 
interface 304 . privilege a user does or does not have on that resource . For 
A policy decision point 308 provides logics of , and example , for a particular search term “ winters , ” the policy 

instructions on , modifying the indices to the index modifi- editor 402 can present a first selection item 410 for denying 
cation module 306. The policy decision point 308 is a access for a user . In the example shown , the selection item 
component of the policy engine 214 configured to deter- 25 410 is a checkbox . In various implementations , the selection 
mine , based on credentials of a user and one or more policies item 410 can have other form , e.g. , an entry in a pull down 
associated with the user , which index term to modify or list . If selected , the policy will prohibit the user from negate . For example , a particular policy P can specify that searching on the resource . user X is prohibited from searches related to a particular Alternatively or additionally , the policy editor 402 can 
index term I , e.g. , " winter . ” The policy decision point 308 30 present a second selection item 412 for restricting access for can receive user credentials from the PEP 302 , determine 
that the user credentials indicates that a user requesting the a user . If selected , the policy can specify that some or all 

content returned for that resource are redacted or otherwise search is user X , and in response , inform the index modi 
fication module 306 to negate the index term I if the index masked . Accordingly , a PEP enforcing the policy can inform 
term I ( “ winter ” ) does appear in the indices . The negation of 35 a search engine to return an entry related to the resource , but 
index term I can prevent the user from querying content redact it in such a way that the content is hidden and a link 

is inaccessible . related to the index term I , even if the query does not contain 
the exact term I. For example , negating an index term The policy editor 402 can include an add resource user 
" winter " can prevent a user from searching on “ winters ” or interface item 414. The add resource user interface item 414 
“ wintering ” in addition to preventing a search on “ winter . ” 40 is configured to receive a user input for adding a resource , 
A policy database 216 can store policies for one or more e.g. , a new index term , to the policy . The policy editor 402 

users . The policies can be stored as one or more files or one can include a delete resource user interface item 416. The 
or more structured tables , e.g. , database tables . The policy delete resource user interface item 416 is configured to 
database 216 can be a distributed database . The policy receive a user input for deleting an existing resource , e.g. , a 
decision point 308 can include a policy database interface 45 selected index term , from the policy . 
310. The policy database interface 310 is a component of the In addition to editing a policy using the policy editor 402 , 
policy decision point 308 configured to search the policy a user can create or edit a policy using batch upload . Policies 
database 216 based on user credentials , e.g. , user name or can be stored in database tables or in text format , e.g. , as files 
user group identifier . in a markup language , e.g. , XML . 

The policy engine 214 can include a policy administration 50 FIG . 5 is a flowchart of an example process 500 of 
point 312. The policy administration point 312 is a compo- enforcing policies on a search engine . The process 500 can 
nent of the policy engine 214 configured to create , edit and be performed by a policy engine , e.g. , the policy engine 214 
manage policies . The policy administration point 312 of FIG . 2 . 
includes a policy database interface 314 configured to store The policy engine receives ( 502 ) credentials associated 
policies in the policy database 216 and read policies from the 55 with a search query comprising one or more query terms . 
policy database 216. The policy administration point 312 The credentials identify a user issuing the search query . The 
can include a user interface module 316 configured to search query can be different from a database query , where 
provide a user interface for editing and storing policies . the search query can have free form text that may contain 
Additional details of the operations of the user interface typographical errors , e.g. , " winter sports trivai ” and the 
module 316 are described below in reference to FIG . 4 . 60 database query can be in a structured language , e.g. , SQL . 
FIG . 4 is an example user interface for configuring a The policy engine receives ( 504 ) an intermediate repre 

policy . The user interface can be provided by a user interface sentation of the search query generated by a preprocessor of 
module of a policy administration point , e.g. , the user a search engine . The intermediate representation can include 
interface module 316 of the policy administration point 312 one or more index terms corresponding to the one or more 
of FIG . 3 . 65 query terms . Each of the one or more index terms is a 

In the example shown , the user interface includes a policy normalized text string corresponding , in meaning , to at least 
editor 402 for editing a particular policy , Policy 001. The one of the one or more query terms . The policy engine can 
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include a search engine plugin that is logically positioned A computer program ( which may also be referred to or 
between the preprocessor and a query processing module of described as a program , software , a software application , a 
the search engine . module , a software module , a script , or code ) can be written 

The policy engine determines ( 506 ) , based on a policy in any form of programming language , including compiled 
specifying user access privileges , that the user is prohibited 5 or interpreted languages , or declarative or procedural lan 
from accessing data associated with a particular index term guages , and it can be deployed in any form , including as a 
of the one or more index terms . The policy is configured by stand - alone program or as a module , component , subroutine , 
a policy administration point including one or more proces- or other unit suitable for use in a computing environment . A 
sors . The policy administration point can associate an iden- computer program may , but need not , correspond to a file in 
tifier of the user and the particular index term with an access 10 a file system . A program can be stored in a portion of a file 
rule . that holds other programs or data , e.g. , one or more scripts 

The policy engine modifies ( 508 ) the intermediate repre- stored in a markup language document , in a single file 
sentation , including negating the particular index term . dedicated to the program in question , or in multiple coor 
Negating the particular index term can include removing the dinated files , e.g. , files that store one or more modules , 
particular index term from the intermediate representation . 15 sub - programs , or portions of code . A computer program can 
Negating the particular index term can include associating a be deployed to be executed on one computer or on multiple 
logical filter with the particular index term , the logical filter computers that are located at one site or distributed across 
causing a query processing module to exclude the content multiple sites and interconnected by a communication net 
when performing a search . The logical filter can include a work . 
clause that includes operators “ AND ” and “ NOT . ” The 20 As used in this specification , an engine , ” or “ software 
operations of modifying the intermediate representation can engine , ” refers to a software implemented input / output sys 
be performed by a customizable search engine plugin . The tem that provides an output that is different from the input . 
plugin can be customized for various search platforms , An engine can be an encoded block of functionality , such as 
allowing the algorithm to be implemented on various sys- a library , a platform , a software development kit ( “ SDK ” ) , 
tems . 25 or an object . Each engine can be implemented on any 

The policy engine submits ( 510 ) the modified intermedi- appropriate type of computing device , e.g. , servers , mobile 
ate representation to a query processing module of the phones , tablet computers , notebook computers , music play 
search engine . The query processing module can generate ers , e - book readers , laptop or desktop computers , PDAs , 
one or more search results excluding content corresponding smart phones , or other stationary or portable devices , that 
to the particular index term . Accordingly , the policy engine 30 includes one or more processors and computer readable 
prevents the user from searching for content that is related media . Additionally , two or more of the engines may be 
to the index term , even when the user does not request a implemented on the same computing device , or on different 
search using the exact word in the index term . computing devices . 
Embodiments of the subject matter and the functional The processes and logic flows described in this specifi 

operations described in this specification can be imple- 35 cation can be performed by one or more programmable 
mented in digital electronic circuitry , in tangibly - embodied computers executing one or more computer programs to 
computer software or firmware , in computer hardware , perform functions by operating on input data and generating 
including the structures disclosed in this specification and output . The processes and logic flows can also be performed 
their structural equivalents , or in combinations of one or by , and apparatus can also be implemented as , special 
more of them . Embodiments of the subject matter described 40 purpose logic circuitry , e.g. , an FPGA ( field programmable 
in this specification can be implemented as one or more gate array ) or an ASIC ( application - specific integrated cir 
computer programs , i.e. , one or more modules of computer cuit ) . 
program instructions encoded on a tangible non - transitory Computers suitable for the execution of a computer 
program carrier for execution by , or to control the operation program include , by way of example , can be based on 
of , data processing apparatus . Alternatively or in addition , 45 general or special purpose microprocessors or both , or any 
the program instructions can be encoded on an artificially- other kind of central processing unit . Generally , a central 
generated propagated signal , e.g. , a machine - generated elec- processing unit will receive instructions and data from a 
trical , optical , or electromagnetic signal , that is generated to read - only memory or a random access memory or both . The 
encode information for transmission to suitable receiver essential elements of a computer are a central processing 
apparatus for execution by a data processing apparatus . The 50 unit for performing or executing instructions and one or 
computer storage medium can be a machine - readable stor more memory devices for storing instructions and data . 
age device , a machine - readable storage substrate , a random Generally , a computer will also include , or be operatively 
or serial access memory device , or a combination of one or coupled to receive data from or transfer data to , or both , one 
more of them . The computer storage medium is not , how- or more mass storage devices for storing data , e.g. , mag 
ever , a propagated signal . 55 netic , magneto - optical disks , or optical disks . However , a 
The term " data processing apparatus " encompasses all computer need not have such devices . Moreover , a computer 

kinds of apparatus , devices , and machines for processing can be embedded in another device , e.g. , a mobile telephone , 
data , including by way of example a programmable proces- a personal digital assistant ( PDA ) , a mobile audio or video 
sor , a computer , or multiple processors or computers . The player , a game console , a Global Positioning System ( GPS ) 
apparatus can include special purpose logic circuitry , e.g. , an 60 receiver , or a portable storage device , e.g. , a universal serial 
FPGA ( field programmable gate array ) or an ASIC ( appli- bus ( USB ) flash drive , to name just a few . 
cation - specific integrated circuit ) . The apparatus can also Computer - readable media suitable for storing computer 
include , in addition to hardware , code that creates an execu- program instructions and data include all forms of non 
tion environment for the computer program in question , e.g. , volatile memory , media and memory devices , including by 
code that constitutes processor firmware , a protocol stack , a 65 way of example semiconductor memory devices , e.g. , 
database management system , an operating system , or a EPROM , EEPROM , and flash memory devices ; magnetic 
combination of one or more of them . disks , e.g. , internal hard disks or removable disks ; magneto 
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optical disks ; and CD - ROM and DVD - ROM disks . The above should not be understood as requiring such separation 
processor and the memory can be supplemented by , or in all embodiments , and it should be understood that the 
incorporated in , special purpose logic circuitry . described program components and systems can generally 

To provide for interaction with a user , embodiments of the be integrated together in a single software product or pack 
subject matter described in this specification can be imple- s aged into multiple software products . 
mented on a computer having a display device , e.g. , a CRT Particular embodiments of the subject matter have been 
( cathode ray tube ) monitor , an LCD ( liquid crystal display ) described . Other embodiments are within the scope of the 
monitor , or an OLED display , for displaying information to following claims . For example , the actions recited in the 
the user , as well as input devices for providing input to the claims can be performed in a different order and still achieve 
computer , e.g. , a keyboard , a mouse , or a presence sensitive 10 desirable results . As one example , the processes depicted in 
display or other surface . Other kinds of devices can be used the accompanying figures do not necessarily require the 
to provide for interaction with a user as well ; for example , particular order shown , or sequential order , to achieve 
feedback provided to the user can be any form of sensory desirable results . In certain implementations , multitasking 
feedback , e.g. , visual feedback , auditory feedback , or tactile and parallel processing may be advantageous . 
feedback ; and input from the user can be received in any 15 What is claimed is : 
form , including acoustic , speech , or tactile input . In addi- 1. A method , comprising : 
tion , a computer can interact with a user by sending receiving , by a policy engine that comprises one or more 
resources to and receiving resources from a device that is computer processors , credentials associated with a 
used by the user ; for example , by sending web pages to a search query comprising one or more query terms that 
web browser on a user's client device in response to requests 20 include a search query term , the credentials identifying 
received from the web browser . a user issuing the search query ; 

Embodiments of the subject matter described in this receiving , by the policy engine , an intermediate represen 
specification can be implemented in a computing system that tation of the search query generated by a preprocessor 
includes a back end component , e.g. , as a data server , or that of a search engine , the intermediate representation 
includes a middleware component , e.g. , an application 25 comprising one or more index terms as a normalized 
server , or that includes a front end component , e.g. , a client text string corresponding to the one or more query 
computer having a graphical user interface or a Web browser terms , the normalized text string including a normal 
through which a user can interact with an implementation of ized query term that is a variation of the search query 
the subject matter described in this specification , or any term ; 
combination of one or more such back end , middleware , or 30 determining , by the policy engine based on a policy 
front end components . The components of the system can be specifying user access privileges , that the user is pro 
interconnected by any form or medium of digital data hibited from accessing data associated with a particular 
communication , e.g. , a communication network . Examples index term ; 
of communication networks include a local area network identifying , by the policy engine , that the normalized 
( “ LAN ” ) and a wide area network ( " WAN ” ) , e.g. , the 35 query term is the same as the particular index term ; 
Internet . in response to said identifying , modifying the intermedi 
The computing system can include clients and servers . A ate representation by the policy engine by negating the 

client and server are generally remote from each other and normalized index term in the intermediate representa 
typically interact through a communication network . The tion ; and 
relationship of client and server arises by virtue of computer 40 submitting the modified intermediate representation by 
programs running on the respective computers and having a the policy engine to a query processing module of the 
client - server relationship to each other . search engine , the query processing module operable to 

While this specification contains many specific imple- generate one or more search results , based on the 
mentation details , these should not be construed as limita modified intermediate representation , that exclude con 
tions on the scope of any invention or of what may be 45 tent corresponding to the particular index term and the 
claimed , but rather as descriptions of features that may be search query term . 
specific to particular embodiments of particular inventions . 2. The method of claim 1 , wherein the policy engine 
Certain features that are described in this specification in the includes a search engine plugin that is logically positioned 
context of separate embodiments can also be implemented in between the preprocessor and the query processing module . 
combination in a single embodiment . Conversely , various 50 3. The method of claim 1 , wherein the policy is configured 
features that are described in the context of a single embodi- by a policy administration point including one or more 
ment can also be implemented in multiple embodiments processors , the policy administration point associating an 
separately or in any suitable subcombination . Moreover , identifier of the user and the particular index term with an 
although features may be described above as acting in access rule . 
certain combinations and even initially claimed as such , one 55 4. The method of claim 1 , wherein negating the normal 
or more features from a claimed combination can in some ized index term in the intermediate representation includes 
cases be excised from the combination , and the claimed removing the normalized index term from the intermediate 
combination may be directed to a subcombination or varia- representation . 
tion of a subcombination . 5. The method of claim 1 , wherein negating the normal 

Similarly , while operations are depicted in the drawings in 60 ized index term in the intermediate representation includes 
a particular order , this should not be understood as requiring associating a logical filter with the normalized index term in 
that such operations be performed in the particular order the intermediate representation , the logical filter causing the 
shown or in sequential order , or that all illustrated operations query processing module to exclude the content correspond 
be performed , to achieve desirable results . In certain cir- ing to the particular index term and the search query term . 
cumstances , multitasking and parallel processing may be 65 6. The method of claim 5 , wherein the logical filter 
advantageous . Moreover , the separation of various system includes a clause that includes one or more of operators 
modules and components in the embodiments described AND and NOT . 
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7. The method of claim 1 , wherein the policy engine 15. A system comprising : 
submits the modified intermediate representation through an one or more computers and one or more storage devices 
application programming interface ( API ) . on which are stored instructions that are operable , when 

8. A non - transitory computer readable storage medium executed by the one or more computers , to cause the 
storing instructions executable by a data processing appa one or more computers to perform operations compris 

ing : ratus and upon such execution cause the data processing receiving , by a policy engine , credentials associated with apparatus to perform operations comprising : a search query comprising one or more query terms that receiving , by a policy engine , credentials associated with include a search query term , the credentials identifying 
a search query comprising one or more query terms that a user issuing the search query ; 
include a search query term , the credentials identifying receiving , by the policy engine , an intermediate represen 
a user issuing the search query ; tation of the search query generated by a preprocessor 

receiving , by the policy engine , an intermediate represen- of a search engine , the intermediate representation 
tation of the search query generated by a preprocessor comprising one or more index terms as a normalized 
of a search engine , the intermediate representation text string corresponding to the one or more query 
comprising one or more index terms as a normalized terms , the normalized text string including a normal 
text string corresponding to the one or more query ized query term that is a variation of the search query 

term ; terms the normalized text string including a normalized 
query term that is a variation of the search query term ; determining , by the policy engine based on a policy 

determining , by the policy engine based on a policy specifying user access privileges , that the user is pro 
specifying user access privileges , that the user is pro hibited from accessing data associated with a particular 

index term ; hibited from accessing data associated with a particular 
index term ; identifying , by the policy engine , that the normalized 

identifying , by the policy engine , that the normalized query term is the same as the particular index term ; 
query term is the same as the particular index term ; in response to said identifying , modifying the intermedi 

in response to said identifying , modifying the intermedi ate representation by the policy engine by negating the 
ate representation by the policy engine by negating the normalized index term in the intermediate representa 
normalized index term in the intermediate representa tion ; and 
tion ; and submitting the modified intermediate representation by 

submitting the modified intermediate representation by the policy engine to a query processing module of the 
the policy engine to a query processing module of the search engine , the query processing module operable to 
search engine , the query processing module operable to generate one or more search results , based on the 
generate one or more search results , based on the modified intermediate representation , that exclude con 
modified intermediate representation , that exclude con tent corresponding to the particular index term and the 
tent corresponding to the particular index term and the search query term . 
search query term , wherein the policy engine comprises 16. The system of claim 15 , wherein the policy engine 

includes a search engine plugin that is logically positioned one or more computer processors . 
9. The non - transitory computer readable storage medium between the preprocessor and the query processing module . 

of claim 8 , wherein the policy engine includes a search 17. The system of claim 15 , wherein the policy is con 
engine plugin that is logically positioned between the pre- 40 figured by a policy administration point including one or 
processor and the query processing module . more processors , the policy administration point associating 

10. The non - transitory computer readable storage medium an identifier of the user and the particular index term with an 
of claim 8 , wherein the policy is configured by a policy access rule . 
administration point including one or more processors , the 18. The system of claim 15 , wherein negating the nor 
policy administration point associating an identifier of the malized index term in the intermediate representation 
user and the particular index term with an access rule . includes removing the normalized index term from the 

intermediate representation . 11. The non - transitory computer readable storage medium 
of claim 8 , wherein negating the normalized index term in 19. The system of claim 15 , wherein negating the nor 
the intermediate representation includes removing the nor malized index term in the intermediate representation 
malized index term from the intermediate representation . includes associating a logical filter with the normalized 

12. The non - transitory computer readable storage medium index term in the intermediate representation , the logical 
of claim 8 , wherein negating the normalized index term in filter causing the query processing module to exclude the 

content . the intermediate representation includes associating a logi 
cal filter with the normalized index term in the intermediate 20. The system of claim 19 , wherein the logical filter 
representation , the logical filter causing the query processing 55 AND and NOT . includes a clause that includes one or more of operators 
module to exclude the content . 

13. The non - transitory computer readable storage medium 21. The system of claim 15 , wherein each of the one or 
of claim 12 , wherein the logical filter includes a clause that more index terms is a normalized text string corresponding , 
includes one or more of operators AND and NOT . in meaning , to at least one of the one or more query terms . 

14. The non - transitory computer readable storage medium 22. The system of claim 15 , wherein the policy engine 
submits the modified intermediate representation through an of claim 8 , wherein the policy engine submits the modified 

intermediate representation through an application program application programming interface ( API ) . 
ming interface ( API ) . 
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