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( 57 ) ABSTRACT 
Systems , computer program products and methods imple 
menting consensus - based policy management are described . 
A policy administration point communicates with multiple 
user devices through policy collaboration plugins . Each user 
device includes a computer through which an administrator 
can edit a policy . A first user device can obtain a policy from 
the policy administration point for editing . The first user 
device stores the edited policy in a policy store . The first user 
device notifies one or more second user devices of the edit . 
Administrators on the second user devices can approve or 
disapprove the edit . Each second user device notifies the first 
user device of a respective approval or disapproval . The first 
user device can determine whether the edit is acceptable 
based on consensus . The policy store can be implemented 
locally to the first user device , in a centralized place , or 
distributed as a blockchain . 
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CONSENSUS - BASED POLICY before check in . This architecture reduces conflicts and 
MANAGEMENT human error and avoids multiple version numbers that 

burden a version control system when a policy needs to go 
TECHNICAL FIELD through multiple rounds of editing . 

The disclosed techniques improve upon conventional 
This application relates to computer system security tech- policy management systems in that the disclosed techniques 

niques for distributed computing systems . permit parallel editing . A conventional version control sys 
tem typically allows only one user to edit a document , unless 

BACKGROUND branching or merging is used . Multiple users will need to 
10 work on a document in a serial manner , where user B can 

A distributed computing system can provide various ser- edit the document only after user A finishes , and concurrent 
vices such as distributed data processing services , distrib- editing , if allowable , is discouraged . The disclosed tech 
uted file ge services , distributed database services , or niques allow multiple users to work on a same policy at the 
distributed messaging services . A policy system can enforce same time , where user A and user B can edit a same policy 
various policies on accessing the services . For example , a 15 at the same time . This architecture thus encourages concur 
policy system can allow a particular user to access a par- rent editing and improves efficiency . 
ticular data item or a particular computing resource . Admin- The details of one or more embodiments of the subject 
istrators can create and edit the policies . In a large and matter of this specification are set forth in the accompanying 
complex computing system , a policy can be complex and drawings and the description below . Other features , aspects 
detailed . Many administrators can work on a same policy , 20 and advantages of the subject matter will become apparent 
each administrator being responsible for a portion of the from the description , the drawings and the claims . 
policy . Conventionally , a version control system can be used 
to manage the policy . Each administrator can check out a BRIEF DESCRIPTION OF THE DRAWINGS 
policy from the version control system , edit the checked out 
policy , and check in the policy after finishing editing . 25 FIG . 1 is a block diagram illustrating a consensus - based 
Typically , the policy can be checked out to at most one policy management environment . 
administrator at any given time , otherwise conflict checking FIG . 2 is a block diagram illustrating an example user 
and merging may need to be applied . When the policy is device implementing consensus - based policy management 
checked out and being edited by one administrator , other techniques . 
administrators have no control over the editing by this 30 FIG . 3 is a flowchart of an example process of consensus 
administrator . Other administrators can review the edited based policy management . 
policy after the policy is checked in . Like reference numbers and designations in the various 

drawings indicate like elements . 
SUMMARY 

DETAILED DESCRIPTION 
In general , this specification relates to computer system 

security techniques . Generally , sensitive data , such as personally identifiable 
Systems , computer program products and methods imple- data , can be stored in a file system , e.g. , a Hadoop® 

menting collaborative policy management are described . A Distributed File System ( HDFS ) or a database , in the cloud . 
policy administration point communicates with multiple 40 Compute nodes in the cluster can operate on the sensitive 
user devices through policy collaboration plugins . Each user data retrieved from the file system to complete tasks within 
device includes a computer through which an administrator a workload . There can be restrictions to read or write access 
can edit a policy . A first user device can obtain a policy from for some compute nodes due to the sensitivity of the data . 
the policy administration point for editing . The first user Some database systems can , in response to a data request 
device stores the edited policy in a policy store . The first user 45 from a client without authorized user credentials , send a 
device notifies one or more second user devices of the edit . response indicating unauthorized access to the data ; such 
Administrators on the second user devices can approve or gatekeeping is performed at the central server that receives 
disapprove the edit . Each second user device notifies the first the request from the client . However , for a system that has 
user device of a respective approval or disapproval . The first distributed storage and processing , e.g. , HDFS , it can be 
user device can determine whether the edit is acceptable 50 desirable for policies to be enforced at each compute node . 
based on consensus . If the consensus indicates that the edit In addition , it can be desirable for a compute node to receive 
is approved , the first user device provides the edited policy a modified version of the data instead of a response indi 
to the policy administration point . The policy store can be a cating unauthorized access . For example , it can be desirable 
centralized database or a distributed blockchain . for the compute node to receive a response in which some 

Particular embodiments of the subject matter described in 55 ( but not all ) of the data has been masked , e.g. , characters 
this specification can be implemented to realize , but are not replaced with default characters or values . 
limited to , one or more of the following example advan- Thus , a policy system integrated in a compute node can 
tages . The disclosed techniques improve upon conventional provide a masked version of the sensitive data . This can 
policy management systems in that the disclosed techniques enable the compute node to access portions of the sensitive 
encourage collaboration . Unlike a conventional version con- 60 data without having the sensitive data be entirely exposed . 
trol system that hides edits by one administrator from other The system is operable even where data is stored in a 
administrators until check in , the disclosed techniques make framework , e.g. , HDFS , that includes name nodes and data 
editing visible to a group of users . This architecture nodes . 
improves transparency . FIG . 1 is a block diagram illustrating a consensus - based 

In addition , while a conventional version control system 65 policy management environment . Administrators manage a 
allows check in of any edits , the disclosed techniques allow data access policy , or simply , a policy , using a first user 
a policy to be changed only when a consensus is reached , device 102 , a second user device 104 and a third user device 

35 
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106 collaboratively and based on consensus , through trans- sented by the credentials is permitted to access the requested 
parent notification and approval , as well as parallel editing . data , is prohibited from accessing the data , or has partial 
A policy system enforces the data access policy . The policy privileges to access the data . 
system can include a policy administration point 108 , In making the determination , the policy decision point 
policy repository 110 , a policy enforcement point 112 , and 5 114 requests and receives one or more policies associated 
a policy decision point 114. Each of the policy administra with the user from the policy repository 110. The policy may 
tion point 108 , policy repository 110 , policy enforcement have various portions . For example , the policy may specify 
point 112 and policy decision point 114 can be implemented that the user has full access to a first file system , no access 
on one or more computers . to a second file system , and only partial access to a particular 
Each administrator can be authenticated by a certificate 10 column of a database table . The policy decision point 114 can determine that , according to the request , the user is authority ( CA ) . The CA can allow cryptographic signatures attempting to access the first file system and that particular to be verified . column of the database table . The policy decision point 114 The policy administration point 108 is configured to then provides the determination to the policy enforcement 

create , change and delete policies . Each policy includes a set 15 point 112 , including what access the user has on the column . 
of one or more data access rules specifying whether a user The policy enforcement point 112 enforces the determi can or cannot access a resource , e.g. , particular file system , nation by the policy decision point 114. The policy enforce a particular service , a particular database or a particular data ment point 112 , upon determining that the decision is that 
item . Administrators , e.g. , system users responsible for the requesting user is allowed to access the first file system , 
managing regular users ' access rights , interact with the 20 can pass the request from the client device 116 to the first file 
policy administration point 108 through the first user device system , or direct the client device 116 to access the first file 
102 , second user device 104 , and third user device 106. The system directly . This mechanism can be different from a 
user devices 102 , 104 and 106 receive inputs from the security measure implemented on the first file system . The 
administrator for creating , editing and deleting policies , and disclosed architecture can allow centralized authentication 
submit requests to the policy administration point 108. In 25 and authorization independent of security measures imple 
response to the requests , the policy administration point 108 mented on various file systems . 
creates , changes or deletes the policies . In contrast to Likewise , the policy enforcement point 112 , upon deter 
conventional techniques where conflict checking and merg mining that the decision is that the requesting user is allowed 
ing are performed at the level of the policy administration to have partial access to the database column , can limit the 
point 108 , the disclosed techniques allow collaboration at 30 access to what is specified by the policy decision point 114 . 
the user devices 102 , 104 and 106 . The policy enforcement point 112 can submit the request to 

the database , retrieve the data , and hide or redact data from The policy administration point 108 can store the policies the database column . For example , the policy decision point in a policy repository 110. In some implementations , the 114 can determine that all digits except the last four digits of policy repository 110 can be a database system . In some 35 a person's identification number , e.g. , a social security implementations , the policy repository 110 is implemented number , shall be masked for the user requesting this number . as a distributed append - only ledger , sometimes referred to as The policy enforcement point 112 can enforce this masking 
a blockchain . Each blockchain can include an arbitrary rule , and change the retrieved data according to a pre 
number ( greater than or equal to one ) of nodes . Each specified mask , e.g. , XXX - XX - aaaa , where a personal iden 
blockchain can include a respective set of policies . Each 40 tification number such as 123-45-6789 will be modified to 
administrator can interact with a blockchain of the policy XXX - XX - 6789 before the policy enforcement point 112 
repository 110 via one or more user devices . provides the modified data back to the client device 116 in 

The policy repository is configured to store one or more response to the request . 
policies that will be enforced by a policy enforcement point The various data access rules in the policy , e.g. , ( 1 ) user 
112. The policy enforcement point 112 is logically located 45 A can access the first file system X , ( 2 ) user A cannot access 
between a client device and a file system or a database . The the second file system Y and ( 3 ) user A can only access 
policy enforcement point 112 is a component of the policy redacted personal identification number from a database Z , 
system that is logically located between a client device 116 may be specified by different administrators . The different 
and a protected resource 118. The client device 116 is a administrators , one for the first file system X , one for the 
device used by a user to access the protected resource 118. 50 second file system Y and one for the database Z , may edit the 
For example , the client device 116 can execute a user corresponding data access rules on the user devices 106 , 104 
application that retrieves data from the protected resource and 102 , respectively . Before one or more of the user devices 
118. The client device 116 can submit a request to the 102 , 104 and 106 finally submit the policy to the policy 
protected resource 118. The request can be associated with administration point 108 , the user devices 102 , 104 and 106 
various forms of credentials representing the user . The 55 can collaborate , by sharing the work among the user devices 
protected resource 118 can include a file system , e.g. , an 102 , 104 and 106 . 
HDFS system , a database , e.g. , a MySQLTM database , a For example , the administrator of the database Z can edit 
cloud - based service , a data item such as a column or a row data access rules related to the database Z for user A through 
in a database table or a particular file , or other resources the user device 102. The user device 102 retrieves a policy 
logically located behind the policy enforcement point 112. 60 related to user A from the policy administration point 108 , 

The policy enforcement point 112 intercepts the request . or creates one if none exists . The user device 102 presents 
The policy enforcement point 112 can submit the credentials a user interface for editing the policy . Through the user 
and the requested data , e.g. , a file system name , a database interface , the user device 102 receives an input from the 
table name , a database table column name , or a combination administrator specifying that user A has only partial access 
of the above , to the policy decision point 114. The policy 65 to a column “ personal ID number ” in a database table 
decision point 114 can be implemented on one or more " employee information . ” The input indicates that the first 
computers configured to determine whether the user repre- five digits of a personal identification number are to be 
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masked by a masking string , as shown in the example above . policy administration point 108 can merge the changes and 
Upon receiving the input , the user device 102 edits the resolve conflicts before storing the final version of the policy 
database portion of the policy , and stores the edited policy in the policy repository 110 . 
locally on the user device 102. The user device 102 can In some implementations , when the policy repository 110 
perform a lookup in a registry to determine which device or 5 is implemented as blockchains , an updated policy , or a new 
devices previously indicated intent to collaborate for editing policy , can be uploaded into an ordering node of the block 
the policy of user A , or intent to collaborate for editing data chain . The policy repository 110 can include multiple order 
access rules related to database Z , or both . ing nodes . The ordering nodes can be centralized and 

The user device 102 determines that the user device 104 maintain consistent ordering . A policy that is on an ordering 
and user device 106 have pre - registered with the user device 10 node can be checked out and signed , using a cryptographic 
102. In response , the user device 102 submits a respective signature , by any user who endorses it . The user can then 

check in the endorsed policy and put it back on the node . notification to each of the user device 104 and user device Alternatively , if a policy has met a requisite endorsement 106. The notification can indicate that the user device 102 threshold for a particular blockchain , the policy can be has changed the policy for user A related to database Z , and 15 appended to a relevant policy repository blockchain . what changes were made , e.g. , that the administrator added The implementations described in reference to FIG . 1 are a masking string for the database column specific to user A. not the only implementations of the techniques of consen 
In response to receiving the notification , each of the user sus - based policy management . For example , in various 

device 104 and the user device 106 can present a respective implementations , the policy administration point 108 , the 
user interface for a respective administrator , to allow the 20 policy repository 110 , or both , can be implemented on one 
administrator to approve or disapprove the change . If a user or more of the user devices 102 , 104 or 106 , rather than at 
device , e.g. , the user device 104 , receives an input indicating a centralized location . Additional details of such implemen 
that a corresponding administrator disapproves , that user tations are described below in reference to FIG . 2 . 
device may present a user interface for receiving additional FIG . 2 is a block diagram illustrating an example user 
user input for reason of the disapproval , or for suggested 25 device implementing consensus - based policy management 
edits to the corresponding data access rule . For example , the techniques . The user device can be a desktop computer , 
user device 104 may receive a suggestion from a user tablet computer , smartphone , or wearable device . In this 
interface on the user device 104. The suggestion can indicate example , the user device is the user device 102 of FIG . 1 . 
that the masking string be changed from “ XXX - XX - aaaa ” to The user device 102 can be used by an administrator 
“ ### - ## - aaaa ” to be consistent with existing masking imple- 30 managing security policies for one or more users and one or 
mented elsewhere in the protected resource 118 , e.g. , in more resources . The user device 102 can execute one or 
some content stored on file system A. more administration applications 202 to perform various 
The user device 104 and user device 106 can submit the administrative tasks . A policy plugin 204 including software 

respective approval or disapproval , including additional components implemented on one or more computer proces 
changes , if any , to the user device 102. The user device 102 35 sors can cause various functions of the one or more admin 
can implement one or more endorsement rules specifying istration applications 202 to collaborate with other user 
under what condition a policy may be finalized . The con- devices , e.g. , the user device 104 , through a communications 
dition can include a consensus being reached . The endorse- network 206 . 
ment rules can specify a voting scheme , for example , that a Of the various functions that are coordinated with the user 
consensus is reached when a simple majority of user devices 40 device 104 , at least some functions include consensus - based 
approve of the suggested change . The endorsement rules can policy management , where the user device 102 manages a 
specify that a consensus is reached based on a weighted policy for a particular user , for a particular resource , or 
average where , for example , a particular user device or a generally , in collaboration with the user device 104. The 
particular administrator providing a feedback has a higher collaboration can include viewing and editing the policy at 
weight than other user devices or administrators . 45 the user device 102 while the policy is viewed and edited at 

In response to determining that a consensus is reached , the the user device 104. The collaboration can include approv 
user device 102 can submit the approved policy to the policy ing or disapproving , at the user device 102 , changes to the 
administration point 108 to store in the policy repository policy made at the user device 104 , as well as receiving 
110. The policy repository 110 thus serves as a general approval or disapproval from the user device 104 . 
ledger of policies , each corresponding to a user , e.g. , user A ; 50 The mobile device 102 can receive , through a user inter 
a group of users , e.g. , a particular development team T that face module 210 , a user input for editing the policy . In 
includes multiple users ; or a particular resource , e.g. , data- response , the mobile device 102 can request and receive , 
base Z. through a communications module 212 and the communi 

Likewise , the second user device 104 and the third device cations network 206 , the policy from the policy administra 
106 can obtain the same policy for the user A and edit 55 tion point 108. Each individual user device such as the user 
various portions of the policy . Unlike a conventional version device 102 can have its own policy administration point user 
control system , while the policy is being edited on the first interface . The user device 102 can present the policy on a 
user device 102 , second user device 104 and third user user interface generated by the user interface module 210 , 
device 106 , administrators on these user devices can see and receive user input that edits at least a portion of the 
changes made by other administrators through notifications , 60 policy . The user device 102 can store the edited policy 
and approve or disapprove the changes on the fly . Accord- locally , in a policy store 208. The policy store 208 can 
ingly , problematic edits such as conflicts or typographical include a database that stores all policies edited on the user 
errors can be discovered and corrected early , before the device 102 but that have not been checked into the policy 
policy is checked back into the system . The early detection administration point 108 . 
and correction improves efficiency of collaboration . When 65 Before , during , or after storing the edited policy in the 
different user devices submit the same policy , with different policy store 208 , the user device 102 can query a collabo 
changes , back to the policy administration point 108 , the ration registry 214. The collaboration registry 214 can be a 
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device registry implemented on a database system including voting module 216 can determine that the condition for 
one or more processors . The collaboration registry 214 is finalizing the policy has not been satisfied due to lack of 
configured to store one or more references to collaborating response from collaborating devices . In such situations , 
devices . Each collaborating device can be a device , e.g. , the upon reaching a waiting time threshold , the voting module 
user device 104 , that has previously registered with the user 5 216 can send a reminder to each non - responding device . 
device 102. The registration can indicate that collaboration Upon reaching a timeout threshold where the voting module in editing a particular policy for a particular user , for a 216 still has not received feedback , the voting module 216 particular resources , or in general , is required . The refer can decide whether to finalize the policy according to a ences can include , for example , names of , links to , or default timeout rule in the rules database 218. The default credentials for the collaborating devices . The collaboration 10 timeout rule can specify , for example , that non - responsive registry 214 can be indexed by various keys or non - key 
values , e.g. , a user name , e.g. , user A , that is associated with ness for a timeout period of one week is deemed as approval . 
a particular policy , a resource name , e.g. , database Z , or a A different default time out rule can correspond to a different 
policy name . The query can identify one or more collabo user , resource , or policy . 
rating devices , e.g. , the user device 104 . Upon receiving the finalized policy from the user device 
Upon identifying the collaborating devices including the 102 , the policy administration point 108 can store the policy 

user device 104 , the communication module 212 of the user in a policy repository , e.g. , the policy repository 110 of FIG . 
device 102 submits a request to the collaborating devices . 1 , as an enforceable policy . Collaboration can be initiated in 
The request can include the user name , the resource name , a similar manner by user devices other than the user device 
or the policy name . The request can indicate the change in 20 102. For example , collaboration can be initiated by the user 
the policy , along with an identifier of the administrator device 104 , where the user device 102 provides approval or 
making the change , a timestamp of the change and com- disapproval . In this architecture , the policy can be edited 
ments , if any , associated with the change . concurrently in a collaborative manner across multiple user 
Upon receiving the change , the collaborating devices , devices . 

including the user device 104 , provide approvals or disap- 25 The disclosed techniques allow concurrent editing by 
provals , and optionally , comments or suggested changes , as enforcing endorsement criteria . If there are any conflicts , the 
feedback to the user device 102. The communication module disclosed techniques can resolve the conflict by forcing the 
212 of the user device 102 receives the feedback , and conflicting content to meet the endorsement criteria . For 
provides the feedback to a voting module 216 . example , if two administrators , taking two different 

The voting module 216 is a component of the user device 30 approaches , try to update a policy concerning a particular 
102 configured to determine whether the changes to the resource , an endorsement rule can require signatures from 
policy , as stored in the policy store 208 , can be finalized . The more than 50 percent of users . Such a rule can preclude both 
voting module 216 can receive one or more endorsement implementations from being endorsed , because at most , only 
rules from a rule database 218. An endorsement rule can one change can receive more than 50 percent of users . It is 
specify conditions by which a policy may be finalized . For 35 good practice to require endorsement rules to prevent dual 
example , a first endorsement rule can specify that if a simple endorsements . 
majority of user devices approve of the changes , a consensus A policy system can consult whichever of the policy 
is deemed reached , and the policy can be finalized ; a second storage blockchains it needs , based on which endorsement 
endorsement rule can specify that a particular user has rule it requires . This can be configured at installation time . 
higher voting weight , e.g. , a weight of a first administrator 40 The policy system can also verify that the policy endorse 
is 2.0 , whereas weights of other administrators are 1.0 each ; ment is valid before loading it to a local storage . It can do 
a third endorsement rule can specify that a consensus is so by verifying the signatures with the CA. 
deemed reached only once every registered administrator In some implementations , each user device maintains a 
approves the change ; a fourth endorsement rule can specify local policy administration point . For example , the user 
that a policy can be finalized with two administrator signa- 45 device 102 can implement a local policy administration 
tures or more generally , N signatures ; a fifth endorsement point 220. The local policy administration point 220 can 
rule can specify that that a policy can be finalized from one perform some or all of the functions of the policy adminis 
( or N ) specific administrators and at least M other admin- tration point 108 described in reference to FIG . 1. In 
istrators , etc. Endorsement rules can be defined in a domain particular , the local policy administration point 220 can act 
specific language ( DSL ) . Each endorsement rule can be 50 as a gateway to a policy repository . 
arbitrarily complex . Each user device can have a policy repository of its own . 

Different users , resources or policies can have different For example , in some implementations , the policy store 208 , 
endorsement rules . Where the policy repository 110 ( of FIG . as each policy store on each user device , is a distributed 
1 ) is implemented as blockchains , each blockchain can " official ” copy of a policy repository 110 ( of FIG . 1 ) . In 
correspond to a respective endorsement rule that is unique . 55 some implementations , the centralized policy administration 

The voting module 216 can make a decision according to point 108 and policy repository 110 are implemented among 
the endorsement rule that is applicable to the particular user , user devices in a distributed manner , for example , as a local 
resource or policy . Upon determining that the condition for policy administration point 220 and local policy store 208 . 
finalizing the policy has been satisfied , the voting module In some implementations , each policy enforcement engine , 
216 can submit the policy through the communication 60 e.g. , the policy enforcement point 112 , can have a respective 
module 212 to the policy administration point 108 for copy of a policy repository . 
checking in . The user device 102 can then remove the policy Each policy enforcement point 112 or policy decision 
from the policy store 208 . point 114 can read from any or all of the policy repository 
Upon determining that a consensus has not been reached , 110 , the policy store 208 or other policy stores local to user 

the voting module 216 can present the policy and the 65 devices . The policy enforcement point 112 can apply what 
disapproval by presentation through a user interface , to ever are the most updated policies that have met the endorse 
allow the administrator to further amend the policy . The ment rules . 
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FIG . 3 is a flowchart of an example process 300 of modified policy . The user device can store the further 
consensus - based policy management . The process 300 can modified policy in the policy store . The user device can then 
be performed by user device that includes a system of one present a user notification indicating that the further modi 
or more processors , e.g. , the user device 102 of FIG . 1 and fied policy requests approval on the user device . In response 
FIG . 2 . to receiving a user input indicating approval or disapproval , 

The user device receives ( 302 ) , from a policy repository , the user device can submit the approval or disapproval to 
a policy specifying resource access privileges . The policy each of the one or more second user devices . 
repository can be a storage node of a distributed policy Embodiments of the subject matter and the functional 
system . The policy repository can be a component of a operations described in this specification can be imple 
policy system including the policy repository , a policy 10 mented in digital electronic circuitry , in tangibly - embodied 
administration point , a policy enforcement point , and a computer software or firmware , in computer hardware , 
policy decision point . The policy repository can be managed including the structures disclosed in this specification and 
by the policy administration point , e.g. , the policy admin- their structural equivalents , or in combinations of one or 
istration point 108 of FIG . 1 , that communicates with the more of them . Embodiments of the subject matter described 
user device . 15 in this specification can be implemented as one or more 

The user device modifies ( 304 ) the policy in response to computer programs , i.e. , one or more modules of computer 
a user input . Modifying the policy can include changing program instructions encoded on a tangible non - transitory 
access privileges of a user associated with the policy to a program carrier for execution by , or to control the operation 
particular computer resource , e.g. , a column or row of a of , data processing apparatus . Alternatively or in addition , 
database table , between full access privileges , no access 20 the program instructions can be encoded on an artificially 
privileges , and partial access privileges . The partial access generated propagated signal , e.g. , a machine - generated elec 
privileges can include , for example , privileges to access only trical , optical , or electromagnetic signal , that is generated to 
at least partially masked content . encode information for transmission to suitable receiver 

The user device stores ( 306 ) the modified policy at a first apparatus for execution by a data processing apparatus . The 
policy store , e.g. , the policy store 208 of FIG . 2 , which is 25 computer storage medium can be a machine - readable stor 
local to the user device . Storing the modified policy locally age device , a machine - readable storage substrate , a random 
can allow parallel editing of the policy by multiple user or serial access memory device , or a combination of one or 
devices without first checking in the policy . more of them . The computer storage medium is not , how 

The user device submits ( 308 ) a policy change notifica- ever , a propagated signal . 
tion to one or more second user devices specified in a device 30 The term “ data processing apparatus ” encompasses all 
registry of the user device . The device registry can include kinds of apparatus , devices , and machines for processing 
the collaboration registry 214 of FIG . 2 , which can be data , including by way of example a programmable proces 
pre - populated . The policy change notification is associated sor , a computer , or multiple processors or computers . The 
with the modified policy . For example , the policy change apparatus can include special purpose logic circuitry , e.g. , an 
notification can indicate the modification that has been 35 FPGA ( field programmable gate array ) or an ASIC ( appli 
applied to the policy . cation - specific integrated circuit ) . The apparatus can also 

The user device receives ( 310 ) one or more responses to include , in addition to hardware , code that creates an execu 
the policy change notification . Each response comes from a tion environment for the computer program in question , e.g. , 
respective second user device of the one or more second user code that constitutes processor firmware , a protocol stack , a 
devices . The user device can present a user interface repre- 40 database management system , an operating system , or a 
senting respective approval status , denial status or pending combination of one or more of them . 
status of the modified policy . A computer program ( which may also be referred to or 
The user device determines ( 312 ) , according to described as a program , software , a software application , a 

endorsement rule , that approvals from the one or more module , a software module , a script , or code ) can be written 
responses satisfy a condition for finalizing the policy . The 45 in any form of programming language , including compiled 
user device can notify each of the one or more second user or interpreted languages , or declarative or procedural lan 
devices that the modified policy has been approved . If a guages , and it can be deployed in any form , including as a 
second user device is editing the same policy , the notifica- stand - alone program or as a module , component , subroutine , 
tion can cause the modification by the first user device to or other unit suitable for use in a computing environment . A 
propagate to the second user device , triggering a merge at 50 computer program may , but need not , correspond to a file in 
the second user device . The endorsement rule can specify a file system . A program can be stored in a portion of a file 
the condition for finalizing the policy in terms of a threshold that holds other programs or data , e.g. , one or more scripts 
number of user devices , a threshold percentage of user stored in a markup language document , in a single file 
devices , or a respective weight of each user device . dedicated to the program in question , or in multiple coor 
Upon determining that the condition for finalizing the 55 dinated files , e.g. , files that store one or more modules , 

policy is satisfied , the user device submits ( 314 ) the modi- sub - programs , or portions of code . A computer program can 
fied policy to the policy repository through the policy be deployed to be executed on one computer or on multiple 
administration point . The policy administration point can computers that are located at one site or distributed across 
resolve a conflict between the modified policy and other multiple sites and interconnected by a communication net 
modifications of the policy submitted by at least one of the 60 work . 
one or more second user devices . The user device then As used in this specification , an “ engine , ” or “ software 
removes ( 316 ) the modified policy from the policy store . engine , ” refers to a software implemented input / output sys 

In some implementations , the user device receives , from tem that provides an output that is different from the input . 
a second user device of the one or more second user devices , An engine can be an encoded block of functionality , such as 
a second policy change notification indicating that the 65 a library , a platform , a software development kit ( “ SDK ” ) , 
second user device further modified the policy . The second or an object . Each engine can be implemented on any 
policy change notification is associated with the further appropriate type of computing device , e.g. , servers , mobile 

an 
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phones , tablet computers , notebook computers , music play- server , or that includes a front end component , e.g. , a client 
ers , e - book readers , laptop or desktop computers , PDAs , computer having a graphical user interface or a Web browser 
smart phones , or other stationary or portable devices , that through which a user can interact with an implementation of 
includes one or more processors and computer readable the subject matter described in this specification , or any 
media . Additionally , two or more of the engines may be 5 combination of one or more such back end , middleware , or 
implemented on the same computing device , or on different front end components . The components of the system can be computing devices . interconnected by any form or medium of digital data The processes and logic flows described in this specifi communication , e.g. , a communication network . Examples cation can be performed by one or more programmable of communication networks include a local area network computers executing one or more computer programs to 10 ( “ LAN ” ) and a wide area network ( “ WAN ” ) , e.g. , the perform functions by operating on input data and generating Internet . output . The processes and logic flows can also be performed The computing system can include clients and servers . A by , and apparatus can also be implemented as , special 
purpose logic circuitry , e.g. , an FPGA ( field programmable client and server are generally remote from each other and 
gate array ) or an ASIC ( application - specific integrated cir- 15 typically interact through a communication network . The 
cuit ) . relationship of client and server arises by virtue of computer 

Computers suitable for the execution of a computer programs running on the respective computers and having a 
program include , by way of example , general or special client - server relationship to each other . 
purpose microprocessors or both , or any other kind of While this specification contains many specific imple 
central processing unit . Generally , a central processing unit 20 mentation details , these should not be construed as limita 
will receive instructions and data from a read - only memory tions on the scope of any invention or of what may be 
or a random access memory or both . The essential elements claimed , but rather as descriptions of features that may be 
of a computer are a central processing unit for performing or specific to particular embodiments of particular inventions . 
executing instructions and one or more memory devices for Certain features that are described in this specification in the 
storing instructions and data . Generally , a computer will also 25 context of separate embodiments can also be implemented in 
include , or be operatively coupled to receive data from or combination in a single embodiment . Conversely , various 
transfer data to , or both , one or more mass storage devices features that are described in the context of a single embodi 
for storing data , e.g. , magnetic , magneto - optical discs , or ment can also be implemented in multiple embodiments 
optical discs . However , a computer need not have such separately or in any suitable subcombination . Moreover , 
devices . Moreover , a computer can be embedded in another 30 although features may be described above as acting in 
device , e.g. , a mobile telephone , a personal digital assistant certain combinations and even initially claimed as such , one 
( PDA ) , a mobile audio or video player , a game console , a or more features from a claimed combination can in some 
Global Positioning System ( GPS ) receiver , or a portable cases be excised from the combination , and the claimed 
storage device , e.g. , a universal serial bus ( USB ) flash drive , combination may be directed to a subcombination or varia 
to name just a few . tion of a subcombination . 

Computer - readable media suitable for storing computer Similarly , while operations are depicted in the drawings in 
program instructions and data include all forms of non- a particular order , this should not be understood as requiring 
volatile memory , media and memory devices , including by that such operations be performed in the particular order 
way of example semiconductor memory devices , e.g. , shown or in sequential order , or that all illustrated operations 
EPROM , EEPROM , and flash memory devices ; magnetic 40 be performed , to achieve desirable results . In certain cir 
disks , e.g. , internal hard disks or removable disks ; magneto cumstances , multitasking and parallel processing may be 
optical discs ; and CD - ROM and DVD - ROM . The processor advantageous . Moreover , the separation of various system 
and the memory can be supplemented by , or incorporated in , modules and com ents in the embodiments described 
special purpose logic circuitry . above should not be understood as requiring such separation 

To provide for interaction with a user , embodiments of the 45 in all embodiments , and it should be understood that the 
subject matter described in this specification can be imple- described program components and systems can generally 
mented on a computer having a display device , e.g. , a CRT be integrated together in a single software product or pack 
( cathode ray tube ) monitor , an LCD ( liquid crystal display ) aged into multiple software products . 
monitor , or an OLED organic light - emitting diode ) display , Particular embodiments of the subject matter have been 
for displaying information to the user , as well as input 50 described . Other embodiments are within the scope of the 
devices for providing input to the computer , e.g. , a keyboard , following claims . For example , the actions recited in the 
a mouse , or a presence sensitive display or other surface . claims can be performed in a different order and still achieve 
Other kinds of devices can be used to provide for interaction desirable results . As one example , the processes depicted in 
with a user as well ; for example , feedback provided to the the accompanying figures do not necessarily require the 
user can be any form of sensory feedback , e.g. , visual 55 particular order shown , or sequential order , to achieve 
feedback , auditory feedback , or tactile feedback ; and input desirable results . In certain implementations , multitasking 
from the user can be received in any form , including and parallel processing may be advantageous . 
acoustic , speech , or tactile input . In addition , a computer can 
interact with a user by sending resources to and receiving What is claimed is : 
resources from a device that is used by the user ; for example , 60 1. A method , comprising : 
by sending web pages to a web browser on a user's client receiving , by a first user device over a network from a 
device in response to requests received from the web policy repository , a policy specifying resource access 
browser . privileges ; 

Embodiments of the subject matter described in this modifying the policy by the first user device in response 
specification can be implemented in a computing system that 65 to a user input ; 
includes a back end component , e.g. , as a data server , or that storing , by the first user device at a policy store of the first 
includes a middleware component , e.g. , an application user device , the modified policy ; 
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submitting , over the network by the first user device , a 11. A non - transitory computer readable storage medium 
policy change notification to one or more additional storing instructions executable by a data processing appa 
user devices specified in a device registry of the first ratus , that when executed , cause the data processing appa 
user device , ratus to perform operations comprising : 
the policy change notification being associated with the 5 receiving , by a first user device over a network from a 

modified policy , and policy repository , a policy specifying resource access 
the device registry registering the one or more addi privileges ; 

tional user devices with the policy that was modified ; modifying the policy by the first user device in response 
receiving , by the first user device , one or more responses to a user input ; 

storing , by the first user device at a policy store of the first to the policy change notification , each response being user device , the modified policy ; from a respective additional user device of the one or submitting , over the network by the first user device , a more additional user devices ; policy change notification to one or more additional determining , by the first user device and according to an user devices specified in a device registry of the first endorsement rule , that approvals , from the one or more user device , the policy change notification being asso 
responses , satisfy a condition for finalizing the policy ; ciated with the modified policy ; 
and receiving , by the first user device , one or more responses 

submitting the modified policy by the first user device to to the policy change notification , each response being 
the policy repository over the network , from a respective additional user device of the one or 

wherein each user device comprises one or more com- 20 more additional user devices ; 
puter processors . determining , by the first user device and according to an 

2. The method of claim 1 , wherein the policy repository endorsement rule , that approvals , from the one or more 
is a component of a policy system including the policy responses , satisfy a condition for finalizing the policy ; 
repository , a policy administration point , a policy enforce and 
ment point and a policy decision point , each of the policy 25 submitting the modified policy by the first user device to 
repository , the policy administration point , the policy the policy repository over the network . 
enforcement point and the policy decision point being 12. The non - transitory computer readable storage medium 
implemented on one or more computer processors . of claim 11 , wherein said receiving , by the first user device 

3. The method of claim 2 , comprising : from the policy repository , the policy specifying resource 
resolving , by the policy administration point , a conflict 30 access privileges , comprises receiving from a policy system 

that is separate from the first user device and that includes between the modified policy and other modifications of the policy repository , a policy administration point , a policy the policy submitted by at least one of the one or more enforcement point and a policy decision point ; additional user devices . each of the policy repository , the policy administration 4. The method of claim 1 , comprising : point , the policy enforcement point and the policy notifying each of the one or more additional user devices decision point being implemented on one or more that the modified policy has been approved . computer processors . 
5. The method of claim 1 , comprising : 13. The non - transitory computer readable storage medium 
receiving , by the first user device from a second user of claim 12 , the operations comprising : 

device of the one or more additional user devices , a 40 resolving , by the policy administration point , a conflict 
second policy change notification indicating that the between the modified policy and other modifications of 
second user device further modified the policy , the the policy submitted by at least one of the one or more 
second policy change notification being associated with additional user devices . 
the further modified policy ; 14. The non - transitory computer readable storage medium 

storing the further modified policy in the policy store ; 45 of claim 11 , the operations comprising : 
presenting , by the first user device , a user notification notifying each of the one or more additional user devices 

indicating that the further modified policy requests that the modified policy has been approved . 
approval ; and 15. A system comprising : 

in response to receiving a user input indicating approval one or more computers and one or more storage devices , 
or disapproval , submitting the approval or disapproval 50 respectively of the one or more computers , on which 
by the first user device to each of the one or more are stored instructions that are operable , when executed 
additional user devices . by the one or more computers , to cause the one or more 

6. The method of claim 1 , wherein the endorsement rule computers to perform operations comprising : 
specifies the condition for finalizing the policy in terms of a receiving , by a first user device of the one or more 
threshold number of user devices , a threshold percentage of 55 computers over a network from a policy repository , a 
user devices , or a respective weight of each user device . policy specifying resource access privileges ; 

7. The method of claim 1 , comprising presenting , by the modifying the policy by the first user device in response 
first user device , a user interface representing respective to a user input ; 
approval status , denial status or pending status of the modi- storing , by the first user device at a policy store of the one 
fied policy . or more storage devices that corresponds to the first 

8. The method of claim 1 , wherein the policy store is a user device , the modified policy ; 
policy database that is local to the first user device . submitting , over the network by the first user device , a 

9. The method of claim 1 , wherein the policy store is policy change notification to one or more additional 
implemented as a blockchain . user devices , of the one or more computers , specified in 

10. The method of claim 9 , wherein the blockchain 65 a device registry of the first user device , the policy 
includes a ledger distributed on a plurality of user devices change notification being associated with the modified 
including the first user device . policy ; 
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receiving , by the first user device , one or more responses 18. The system of claim 15 , the operations comprising : 
to the policy change notification , each response being notifying each of the one or more additional user devices 
from a respective additional user device of the one or that the modified policy has been approved . 
more additional user devices ; 19. The system of claim 15 , the operations comprising : determining , by the first user device and according to an receiving , by the first user device from a second user 
endorsement rule , that approvals , from the one or more device of the one or more additional user devices , a responses , satisfy a condition for finalizing the policy ; second policy change notification indicating that the and second user device further modified the policy , the submitting the modified policy by the first user device to second policy change notification being associated with the policy repository over the network . the further modified policy ; 16. The system of claim 15 , wherein said receiving , by the 

first user device of the one or more computers from the storing the further modified policy in the policy store ; 
policy repository , the policy specifying resource access presenting , by the first user device , a user notification 
privileges , comprises receiving from a policy system includ indicating that the further modified policy requests 

approval ; and ing the policy repository , a policy administration point , a 15 
policy enforcement point and a policy decision point , each in response to receiving a user input indicating approval 
of the policy repository , the policy administration point , the or disapproval , submitting the approval or disapproval 
policy enforcement point and the policy decision point being by the first user device to each of the one or more 

additional user devices . implemented on one or more computer processors . 
17. The system of claim 16 , the operations comprising : 20. The system of claim 15 , wherein the endorsement rule 
resolving , by the policy administration point , a conflict specifies the condition for finalizing the policy in terms of a 

between the modified policy and other modifications of threshold number of user devices , a threshold percentage of 
the policy submitted by at least one of the one or more user devices , or a respective weight of each user device . 
additional user devices . 

20 


